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b. Fl due diligence and attemptsto impose reasonable restrictions are not and
cannot be a meaningful substitute for the direct regulation and supervision of
data aggregatorsand downstream parties;

4. The agenciesshould work with the Federal Trade Commission (FTC) to clarify application of
the Gramm Leach Bliley Act to data aggregators, tostrengthenthe FTC s safeguards rule,
and should work with the CFPB to ensure that there is a regulatory and supervisory
framework in place that imposes standards and supervision on data aggregatorsthat is
commensurate with the standards imposed on Fls when Fls are handling similar customer
information.

5. The agenciesshould end credential-based access and screen scraping in light of the inherent
risks associated with such activities.

6. The agenciesshould continue to monitor, support, and facilitate the benefits of cross-
industry and trade initiatives that promote safe and secure accessthrough common
interoperable standards, industry-wide utilities, and shared assessment activities.

I. Background

A. The Clearing House’s Connected Banking Initiative

TCH’s Connected Banking initiative seeks to enable “innovation and customer
control through a more secure exchange of financial data.”> The initiative recognizes the
need to move beyond a system of credential-based data access and screen scraping, and to
a safer, more secure, more transparent and consumer-centric APl environment.

The terms “credential-based data access” and “screen scraping” may sound
innocuous, but they are not. Credential-based data access involves consumers sharing their
internet banking platform login credentials (user ID and password) with a third party.
These are the same login credentials that consumers use to authenticate into their internet
banking platform in order to move money and initiate other financial transactions and
services. When a consumer shares their login credentials, FI data holders may not be able
to distinguish whether the login credentials are being used by the consumer, an authorized
third party or a fraudster. Indeed, it is interesting to note that some data aggregator and
data user agreements reviewed by TCH prohibit the data aggregator’s or data user’s
customers from sharing the data aggregator or data user’s internet platform login
credentials (provided by the data aggregator or data user) with any third parties, such

5 Seeinformation regarding TCH’s Connected Bankinginitiative, supra note 3.
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Uniform Assessment Instrument: Meeting regulatory expectations for due diligence on
parties with whom an Fl data holder is sharing data (either through an APl or otherwise)
can be significantly burdensome in terms of time and resources committed for both the
FI performing the due diligence and the data aggregator or data user on whom due
diligence is being performed. Historically each Fl has performed one-off due diligence
inquiries. In order to create efficiencies and encourage the development of API
relationships, TCH developed a uniform assessment instrument. The instrument has
been implemented in the market today and effectively streamlines due diligence. The
instrument allows due diligence information to be collected once by assessment
vendors and then shared by assessment vendors with multiple Fls through their secure
portal, thereby alleviating largely redundant processes across the financial ecosystem.
The uniform assessment instrument is particularly useful in creating efficiencies for
small FIs that may not be able to matchthe resources larger Fls dedicate to risk
management due diligence.

Central Utility Option: TCH and a number of its member banks played a pivotal role in
the spinout of Akoya L.L.C. (“Akoya”) from Fidelity Investments, Inc. and the positioning
of Akoya to provide an option that solves for connectivity issues in an API-reliant

ecosystem. Without the creation of a centralutility, each data holder needs to establish
individual connectivity with each data aggregatorordata user. This one-to-one model,
which would require a plethora of individual and potentially differently configured
connections across the ecosystem, can be made more efficient for data aggregators,
data users, and data providers alike. Akoya provides an option that solves for the
inefficiencies of this model by providing a one-to-many architecture, wherebyeach data
holder canreach any Akoya-connected data aggregator or data user through a single API
connection withthe central utility, Akoya. The efficiencies provided by Akoya may be
particularly beneficial to small Fls that may not have the resources or skill to develop
their own APls.

Consumer Research: TCH’s Connected Banking initiative has been further guided by in-
depth consumer research detailing consumer preferences and awareness regarding the

data practicesof the financial applications they use. Key findings include:

o Consumers want more education and control over access to their information;

o While consumers tend to feel secure about using financial applications, most
are unclear about the terms and conditions of the services they have signed up
for;

o When they learn more about the actual practices of the data users that provide
them with the financial applications they use, their trust in data privacy and
security is eroded; and





https://www.theclearinghouse.org/-/media/new/tch/documents/data-privacy/2019-tch-consumersurveyreport.pdf
https://www.theclearinghouse.org/-/media/new/tch/documents/data-privacy/2019-tch-consumersurveyreport.pdf
https://www.federalreserve.gov/supervisionreg/srletters/sr1319.htm
https://www.fdic.gov/news/financial-institution-letters/2008/fil08044.pdf
https://www.occ.gov/news-issuances/bulletins/2013/bulletin-2013-29.html
https://www.occ.gov/news-issuances/bulletins/2020/bulletin-2020-10.html
https://www.occ.gov/news-issuances/bulletins/2002/bulletin-2002-16.html
https://www.occ.gov/news-issuances/bulletins/2002/bulletin-2002-16.html
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The FAQs serve to clarify application of the guidance to various circumstances, including data
aggregator relationships. Specifically, FAQ #4 clarifies that data aggregator relationshipsare third-party
relationships within the meaning of the guidance, regardless of whether the data aggregatorisacting on
behalf of the bank or the bank’s customer and notes that banks have a responsibility to managethese
relationships “in a safe and sound manner with consumer protections.” 1> The OCC goes on to note the
risks inherent in such relationships, statingthat “a security breach at the data aggregator could
compromise numerous customer banking credentials and sensitive customer information, causing
harm to the bank’s customers and potentially causing reputation and security risk and financial
liability for the bank.”1® Integral to the risk management process is the performance of due
diligence — “to evaluate the business experience and reputation of the data aggregator and to gain
assurance that the data aggregator maintains controls to safeguard sensitive customer data.”'” The
FAQ goes on to note that when banks enter into agreements with data aggregators for access to
sensitive customer datathrough an API, such relationships are clearly “business arrangements” and
are covered by the guidance, regardless of whether or not the data aggregator is providing a service
to the bank or merely acting on behalf of the bank’s customer.18

The FAQ also discusses screen scraping, noting that although the bank may not have a
business or contractual relationship with the screen scraper the bank still has an obligation to
“engage in appropriate risk management for this activity” given that screen scraping can pose
operational and reputational risks to the bank.1? Specifically, banks’ information security monitoring
systems should “identify large-scale screen scraping activities” and, once identified, banks should
“conduct appropriate due diligence to gain reasonable assurance of controls for managing this
process.”20

1. Discussion

A. The Clearing House Strongly Supports the Development of Uniform Guidance, including
uniform application of the FAQs

The Clearing House strongly supports the agencies’ goal of developing uniform guidance as it
applies to third-party risk management and believes that such uniformity should include uniform

1> “Third-Party Relationships: Frequently Asked Questions to Supplement OCC Bulletin2013-29,” supra note 14, at
Frequently Asked Question #4.

8 /d,

7 1d.

18 1d,

®1d.

20/d,





https://www.ffiec.gov/press/PDF/Authentication-and-Access-to-Financial-Institution-Services-and-Systems.pdf
https://www.ffiec.gov/press/PDF/Authentication-and-Access-to-Financial-Institution-Services-and-Systems.pdf
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control or possession of the covered person concerning the consumer financial product or
service that the consumer obtained from such covered person, including information
relating to any transaction, series of transactions, or to the account including costs, charges
and usage data.?”

The standards and requirements set forth by the agencies in the Proposal, which
emphasize FI responsibility for safety, soundness, and consumer protection, and the
standards and requirements to be set forth by the CFPB, which will undoubtedly emphasize
data access, risk being inconsistent. Absent coordination by the agencies with the CFPB to
create a unified framework for third-party risk management and data access as it relates to
data aggregation activities, FIs may well be caught between two competing sets of
regulatory expectations.

This is due in no small part because the tools that banks have to address safety,
soundness and consumer protection issues with data aggregators are at best blunt tools.
First, all but perhaps the biggest banks with the richest troves of data lack the degree of
negotiating power that would be needed to impose the kinds of safety, soundness and
consumer protection requirements that the Proposal outlines. The status quo - credential-
based data access and screen scraping - is always a potential fall-back for any data
aggregator that doesn’t want to adhere to the kinds of structure and requirements that
sound third-party risk management practices may impose. FI control is even more
attenuated when it comes to data aggregator clients, or “fourth parties” who could be
considered “subcontractors” under the Proposal.?8 There may be thousands of fourth party
data recipients that receive data from a particular data aggregator. The identities of these
fourth parties are seldom disclosed to Fls and, even if disclosed, the ability of Fls to do
third-party risk management due diligence on all of them is a practical impossibility.

Second, FIs whose systems are being targeted with credential-based data access and
screen scraping from data aggregators that do not or will not comply with reasonable risk-
management controls and requirements will likely face a Cornelian dilemma of either
continuing to allow the data aggregator to have access to the bank’s systems or cutting off
the data aggregator’s access until such controls can be put in place. In the first instance, the
bank may risk exceeding its own risk tolerance, running afoul of regulatory expectations
and having its business, systems and customers harmed. In the second instance, the bank
risks upsetting its own customers who may not understand the bank’s actions as motivated

7 85FR71004.
28 85 FR71005-71006.





https://www.ft.com/content/93dcfc52-210b-11ea-b8a1-584213ee7b2b
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https://www.federalreserve.gov/newsevents/pressreleases/files/bcreg20201130a1.pdf

Page 13
October 18, 2021

A unified framework is needed that not only provides for data access, but empowers
FIs to establish the kinds of controls and mitigate the kinds of risks covered by the
agencies’ Proposal. This must include ultimately addressing the risks associated with
credential-based access and screenscraping by ending such practices once an FI has made
API access available on fair and reasonable terms. The development of a unified framework
can only be achieved through strong coordination among the agencies and the CFPB.

C. The agenciesshould clearly and directly affirm that FIs have the right to conduct
appropriate due diligence, impose reasonable restrictions on time, place, manner, and
scope of data access by third parties, and require the periodic re-authorization of data
access

The Proposal, in FAQ #4, speaks only in the broadest termsabout risk management obligations
asthey relate to data aggregators. The Proposal notes that banks have “a responsibility... to manage
these relationships in a safe and sound manner with consumer protections.” 3* The Proposal further
notes that a “key focus” should be on ”[ilnformation security and the safeguarding of sensitive customer
data.”32 Finally, even where there is no business arrangement betweenthe bank and an aggregator,i.e.,
where a dataaggregatorisgaining access to data through screen scraping, the Proposal anticipatesthat
FIs should “gainassurance that the data aggregator maintainscontrolsto safeguard sensitive customer
data.”33 While these statementsare helpful in terms of illuminating supervisory expectations relating to
the management of third-party risk relating to data aggregators, more specificity is needed.

While the Proposal sets forth high-level expectations that FIs will manage the risks relating to
data aggregators, the Proposal stops short of actually empowering Fls to take specific action to do so. As
the Proposal notes, “a security breach at the data aggregator could compromise numerous customer
banking credentials and sensitive customer information, causing harm to the bank’s customers and
potentially causing reputation and security risk and financial liability for the bank.”3* Clearly, Fls
have legitimate interests in protecting themselves and their customers from data aggregation
related risk. To empower Fls to actually do so, however, the agencies need to go further in the
Proposal and affirm that Fls have the right to impose reasonable time, place, manner, and scope
restrictions. Time, place, manner, and scope restrictions should include any circumstances in which the
FI has a good faith belief that access may be fraudulent, may present security risks to the consumer, the

31 “Third-Party Relationships: Frequently Asked Questions to Supplement OCC Bulletin 2013-29,” supra note 14, at
Frequently Asked Question #4.

32 d.

3 d.

34d.





https://illumin.usc.edu/the-websites-have-ears-tracking-and-privacy-on-the-internet/
https://illumin.usc.edu/the-websites-have-ears-tracking-and-privacy-on-the-internet/
https://www.whitehatsec.com/blog/follow-the-cookie-crumbs-the-privacy-concerns-behind-data-tracking/
https://www.whitehatsec.com/blog/follow-the-cookie-crumbs-the-privacy-concerns-behind-data-tracking/
https://www.citibank.com/commercialbank/insights/assets/docs/ePrivacyandData.pdf

Page 15
October 18, 2021

D. The agenciesshould clarify application of GLBA to data aggregatorsand work with the
FTCand CFPB to ensure thatthere is a regulatoryand supervisory framework in place
that imposes standards and supervision on data aggregatorsthatiscommensurate with
the standards imposed on Fls when Fls are handling similar customer information

Empowering the actions noted above will be helpful, but absent a robust regulatoryand
supervisory frameworkthat imposes meaningful standards and supervision on data aggregatorsit will
still be inadequate. Banks cannot and should not be expectedto shoulder the burden of policing an
entire industry, particularly where the data aggregator is not a third-party vendor to the bank and the
bank’s only connection with the data aggregatorisa result of the bank working to accommodate its
customer’s desire for datato be made available. Further, not all FI data holders have the wherewithalto
perform such due diligence on data aggregatorsand, more importantly, no Fl, regardless of size, will be
able to address security practicesat the thousands of fintech data users that comprise data aggregator
clients. While FIs may attempt toaddress security issues in bilateral agreements, such agreements must
be individually negotiated and data aggregatorshave a powerful default position to simply continue
credential-based access and screen scraping if the Fl attemptsto impose requirements that the data
aggregator doesnot wish to incorporate. Agencyguidelines should reflect these realities.

The Proposal notes that a “key focus” of an Fls risk management activities relating to data
aggregators should be on information security. This issue can and should be more directly addressed by
ensuring that data aggregators are subject to a meaningful regulatory framework, including supervision
for information security practices.

Federally chartered banks are subject to detailed Federal Financial Institutions Examinations
Council (FFIEC) guidance on information security and the interagency rules implementing Gramm Leach
Bliley and, more importantly, supervision and enforcement by the Federal financial regulatory
authorities. Even state chartered Fls are required to comply with detailed security measures and will be
subject to state regulatory supervision and enforcement actions. Those regulatoryframeworks are key
to protecting consumers and preventing data breaches, transmission errors, unauthorized access and
fraud, all of which are fundamental concerns that go to the heart of data sharing activities. Data
aggregatorsand fintech data users that sit underneath them, on the other hand, are, at most, subject to
the much less stringent FTC safeguards rule and, in most instances, no regulatory supervision and only
afterthe fact enforcement by the FTC.3° Yet even application of the much weaker standards in the FTC's

3% See FTC, “Standards for Safeguarding Customer Information” (codified at 16 C.F.R. Part 314) (notably, the FTC
safeguards rule contains general requirements that are less detailed than the requirements provided under the
Gramm-Leach-Bliley Act (differences between the two sets of requirements include standards regarding board and
managementinvolvement, employee background checks, vendor oversight, authentication, andincident response
programs)). See also 81 FR61632 (Sept. 7, 2016) (requesting public comments on the standards for safeguarding
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credential-based access, the agencies should take affirmative steps to end credential-basedaccessasa
means to sharing consumer financial data. We recognize that larger depositories may be better
positioned to implement API data access sooner, and we believe the agenciesshould explore a phased
mandatory end to credential-based access according to depository institution size, providing smaller
institutions a longer period of time to move awayfrom this fundamentally dangerous and consumer-
unfriendly practice.

In addition, the agencies should modify the guidance to clearly and unequivocally allow Fls to
block credential based data access and screen scraping once an Fl is offering data access through an API
on fairand reasonable terms. Agency support in the form of clear guidance is needed so that FIs may
be empowered to effectuate the agencies’ vision for safe and secure data accessthat will protect
consumers and the financial ecosystem.

F. The agenciesshould continue to monitor, support and facilitate the benefits of cross-
industry and trade initiatives to facilitate safe and secure access through common
interoperable standards, industry-wide utilities and shared assessment activities

While the agencies can and should set regulatory and supervisory standards relating to data
aggregation activities, there is significant work that must be done by the industry toimplement the
technical standards and other details that will ultimately effectuate the agencies’ vision. Significant
progress has been made on developing a framework for data sharing that aligns with the expectations
set forth in the Proposal. The work being done by the industry through FDX provides the necessary
standard by which Consumers can more safely and securely obtain information from account providers
to use for the consumer’s benefit without requiring consumers to share their account credentials with
third parties. Further, work being done by TCH and Akoya is gearedtoward accelerating the adoption of
the FDX standard and more fully building out the industry infrastructure needed to support it,
particularly for small FIs.#? Fundamentally, TCH believes that the agencies should continue to rely on
private sector market-led efforts for technical standard setting and other activities of the kind engaged
in by FDX, Akoya and TCH.

It is therefore important that the agenciescontinue to monitor, support and facilitate the
benefits of cross-industry and trade initiatives to facilitate safe and secure access through common
interoperable standards. Regulatory frameworks should encourage such initiatives as essential to the

4 Much of the work being done by TCH and Akoyais geared to addressing issues that will be faced by smaller
institutionsin implementing APl environments. TCH’s Assessment Tool created efficiencies relating to due
diligence and third party risk management. Akoya created efficiencies relating to connectivity and is also working
on the development of a rule set that may substantially alleviate the burdens of bilateral contracting. TCH further
recognizes that third party service providers, which provide much of the back office infrastructure for smaller Fls,
will also play acritical role in APl adoption.
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development of data aggregation activities. Specifically, there are a number of actions that the agencies
could take that would be helpful to these private sector efforts. First, TCH encourages the agencies to
find ways to explicitly endorse or reference technical standards and certification organizations like FDX
and the work that they are doing.>° Second, as more fully set forth herein, there are a number of issues
on which the agenciescould provide greater regulatory clarity and uniformity, allowing the industry to
then work togetherto develop or further enhance existing standards to implement the agencies’ vision.
Finally, the agencies should work with other agencies, such asthe CFPB and FTC, to ensure thatthe
Federal financial regulatorsare speaking with one voice on issues affecting the data aggregation market.
The development of uniform guidance is essential to the development of industry standards, utilities
and other tools that are needed to effectuate the agencies’ vision. Without such uniformity, the market
will be fractionalized and solutions will not scale. The Proposal, including uniform adoption of the FAQs,
is an important step toward creating that uniformity.

1. Conclusion

The Clearing House agreeswith the agencies’ vision for safe, sound and secure data access
outlined in the Proposal and supports the development of uniform guidance relating to managing the
risks inherent in third-party data aggregation relationships. Such guidance will assist Fls of all sizes in
managing the risks associated with data access, creating a safer financial ecosystem and decreasing risk
for consumers. More must be done, however, beyond the guidance itself, to make the agencies’ vision a
reality. Key coordination must occur between the agenciesand the CFPB and FTC to create a holistic,
unified regulatoryand supervisory framework that appropriately addresses the risks associated with
data access activities. Further, Fls, both big and small, must be empowered by the agencies to take the
steps needed to truly manage the risks associated with credential-based access and screen scraping,
including taking steps to stop such access once an Fl offers APl access on fair and reasonable terms.
Further, while much work is being done by the private sector, and much has been accomplished, to
enable safe, sound data access practices, it is unlikely that private sector efforts alone will be able to put
an end to credential-based data access and screen scraping. Given the risks inherent in such practices,
the agencies should consider a regulatory sunset, perhaps phased in by institution size.

50 Once suchexample of endorsement of a market-led standard is the Financial Stability Oversight Council’s (FSOC)
annualreportin which FSOCrecommended that member agencies support adoption and use of standardsin
mortgage data, including consistent terms, definitions, and data quality controls. The recommendation pointed to
the Mortgage Industry Standards Maintenance Organization (MISMO). (See “2020 Annual Report,” Financial
Stability Oversight Council, pp.13 (Dec. 4, 2019) (available at:

https://home.treasury.gov/system/files /261/FSOC202 0OAnnualReport.pdf (accessed Jan. 7,2021)).
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The Clearing House appreciatesthis opportunity to comment on the Proposal, and looks

forward to serving as an ongoing resource to the agenciesas they continue to address third-party risk
issues relatingto data access.

Sincerely,

/s/

Robert C. Hunter
Deputy General Counsel
Director of Regulatory & Legislative Affairs
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